MARYLAND GENERAL ASSEMBLY
DEPARTMENT OF LEGISLATIVE SERVICES

RECRUITMENT NOTICE

Position: Security Engineer/Administrator

Office of Operations and Support Services (OOSS)

Salary: $125,000 - $140,000

Application Deadline: Open Until Filled

Team Member Benefits: Click Here to Learn More

Position Summary:

The Security Engineer/Administrator is responsible for the monitoring for and prevention of cyber
security events, conducting threat intelligence, hunting activity, proactive risk mitigation, coordinating
and leading incident response for cyber incidents and forensics investigations. Candidates for the
Security Engineer/Administrator role should be able to apply and understand a wide range of technical
principles, theories and concepts, work under only general direction, provide technical solutions to a
wide range of difficult problems, and independently determine and develop an approach to solve

problems.

Principal Duties:

Monitoring and reporting on various currently deployed security systems including
firewalls, certificate infrastructure, antivirus and malware protection, email and cloud
security suites

Developing and implementing security event incident procedures

Investigating and resolving possible security breaches

Researching, condensing, and reporting on security bulletins and publicly identified threats
Maintain situational awareness and keep current with cyber security news and threat actor
Tactics, Techniques, and Procedures (TTPs)

Leading efforts to keep software and hardware on up-to-date security levels and patches
Perform enterprise level Vulnerability Assessments and identify mitigation and/or
remediation actions

Development of security guidance, policies, and procedures

Support the development of new systems and modernization of legacy systems/applications
that are in line with Security requirements.

Coordinate the response for confirmed security incidents, to include efforts to contain,
remediate, recover, and prevent

Qualifications:

To Apply:

Bachelor’s degree in Computer Science or related field.
Current CISSP certification (or equivalent industry standard security certification).
3-4 years’ experience working on Security related Principal Duties listed above.

Email Resume and Cover Letter to jobs@mlis.state.md.us and include code 12-22. The
cover letter should state the reasons for interest in the position, any relevant experience, and
availability to begin work.

The Department of Legislative Services is an equal employment opportunity employer and will not discriminate against any
employee or applicant for employment in a manner that violates law, regulation, or legislative policy.

Website: http://mgaleg.maryland.gov
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